Chapter 2: Presentation of the existing and the

proposed solutions

Introduction:

In this chapter, we’ll study the network architecture of Data Era as well as the existing security
solution and we’ll introduce the proposed solution using open source and free to use security
software and tools.

1 Study of the existing

In the following figure, we see the existing network architecture of the company. It is only based on
an ISP router connected to a UMT FortiGate unit, spreading to a variety of devices used by the
company members, and a web server for public access.
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Figure 6: Simplified existing Data Era architecture

1.1 Existing Security Solution

Data Era is using an UTM called the FortiGate-50B, which offers dual WAN ports for load balancing or

redundant internet connections. It provides three integrated switch ports for multi-user

environments in a small remote office. It is ideally suited for remote offices, retail stores, broadband

telecommuter sites and many other applications. The FortiGate-50B provides complete real-time
network protection through a combination of network-based antivirus, web and email content
filtering, firewall, VPN, network-based intrusion detection and prevention, and traffic shaping.
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Figure 7: FortiGate 50B

FortiOS 4.0 is a software of FortiGate multi-threat security platforms.

Here are the technical specifications of a FortiGate 50B

Table 1: FortiGate 50B specifications [20]

Hardware Specifications

10/100 WAN Interfaces (Copper, RJ-45) 2
10/100 Internal Switch Interfaces (Copper, RJ-45) | 3
Console (Copper, RJ-45) 1
USB Interfaces 2
System Performance
Firewall Throughput (1518 byte UDP packets) 100 Mbps
Firewall Throughput (512 byte UDP packets) 50 Mbps
IPsec VPN Throughput 48 Mbps
IPS Throughput 50 Mbps
Antivirus Throughput 19 Mbps
Gateway-to-Gateway IPsec VPN Tunnels 20
Client-to-Gateway IPsec VPN Tunnels 20
Concurrent Sessions 25,000
New Sessions/Sec 2,000
Concurrent SSL-VPN Users (Recommended Max) 20
SSL-VPN Throughput 15 Mbps
Firewall Policies (Max) 2,000
Virtual Domains (Max / Default 10/10
Unlimited User Licenses Yes

Mean Time Between Failures

More than 5 years

Dimensions

Height x Width x Length (in)

1.38x8.63x5.8in

Height x Width x Length (cm)

3.51x21.92x 14.73cm

Weight

1.5 Ibs (0.68 kg)

Wall Mountable

Yes

Environment

Power Required

100-240 VAC, 50-60 Hz, 0.8 Amp (Max)

Power Consumption (AVG)

6W

Heat Dissipation

42 BTU

Operating Temperature

32-104 deg F (0 —40deg ()

Storage Temperature

-13 to 158 deg F (-25 to 70 deg C)

Humidity

5 to 95% non-condensing
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1.2 Critique of the existing solution
Why is Data Era giving up this solution?

Although there are many advantages of using an UTM, there are also a few disadvantages.
Combining every security component together into one appliance allows system administrators to
manage everything in one dashboard. It also presents a potential single point of failure, allowing a
network to be completely exposed if the UTM appliance fails. This can be averted through
redundancy, by deploying a high availability configuration, but will increase setup and running costs.

One of the most prominent weaknesses that UTMs suffer from is the fact that updates are spaced
quite far apart. Generally, depending upon the company that has created the UTM, the updates can
range anywhere from between a couple of months to a year, per se. In the internet world, this
translates to roughly a century. That is not acceptable at all. Often times, updates are usually
released after proper penetration testing and vulnerability scanning has been carried out in order to
determine the areas in the network that can be exploited. And when these reports/ findings are
given out to the company for remedial purposes, it takes anywhere between one to three months to
create a specific patch.

Also to mention that upgrading to a newer version means cutting off all support to previous one,
which makes the maintenance cost very high by obligating the client to pay for an upgrade.
Renewing licenses and paying them over and over was a huge no-no for DataEra.

Another risk that must be assessed when deploying an UTM solution is that the security of your
network depends on a single vendor. Vendor diversity is considered a best practice for network
security, as many vendors use the same malware detection algorithms in their product set. If
something gets missed by one vendor’s product, there’s a chance that it’ll get missed by other
products from that vendor also. If you have used Provider A for UTM and Provider B on the product
endpoints, you are less likely to miss a specific malicious item because each provider runs different
detection algorithms.

2 Proposed Solutions

In this section, we’ll present the proposed solutions that we need to implement to secure the
company’s network.

2.1 pfSense

pfSense software is a free and open-source customized distribution of FreeBSD specifically made for
the use as a firewall/router that is entirely managed via web interface. In addition to being a
powerful, flexible firewalling and routing platform, it includes a long list of related features and
packages allowing further expandability without adding bloat and potential security vulnerabilities to
the base distribution. The pfSense project is hosted and developed by Rubicon Communications, LLC
(NetGate).[21]

[Fisense

Figure 8: pfSense Logo
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The variety of firewall applications is vast, but what made us choose pfSense over other options are
its:

e Web User Interface: With new web Ul, based on Bootstrap framework, you can control your
pfSense from everywhere.

e Scalability: It's an all-in-one solution useful for every kind of company. It's also very easy to
set up rules and NAT, and it has several modules like transparent proxy, VPN, and traffic
shaping.

e Community: There's a large community behind pfSense so you can find a lot of
documentation, tutorials, and how-to and also support from the official forum.

2.2 Snort

Snort is the foremost Open-Source Intrusion Prevention System (IPS) in the world. Snort IPS uses a
series of rules that help identify malicious network activity and uses those chosen rules to find
packets that match against them and creates alerts for the users or deployed inline to stop these
packets as well.

Snort has 3 primary uses: As a packet sniffer like tcpdump, as a packet logger, which is useful for
network traffic debugging, or it can be used as a full-blown network intrusion prevention system.[22]

Figure 9: Snort logo

Snort was an obvious choice of ours thanks to its advantages like:

e The threat intelligence from Cisco TALOS is unparalleled. This is grafted into the Sourcefire
application which greatly improves security visibility.

e Indepth information, we are able to do more than just see alerts, we can view the full
information and packets that lead to the conclusion, though the conclusion is prepared in
advance for us.

e High flexibility and compatibility with pfSense firewall.

2.3 FreelPA

FreelPA is an integrated security information management solution combining Linux (Fedora), MIT
Kerberos, NTP, DNS, 389 Directory Server, Dogtag (Certificate System). It consists of a web interface
and command-line administration tools.
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FreelPA is an integrated Identity and Authentication solution for Linux/UNIX networked
environments. A FreelPA server provides centralized authentication, authorization and account
information by storing data about user, groups, hosts and other objects necessary to manage the
security aspects of a network of computers.[23]

{ & FreelPA

Figure 10: FreelPA logo

Some of the features that made us choose FreelPA over other LDAP solutions are:

e Allows central management of security mechanisms like passwords, SSH Public Keys, SUDO
rules, Key tabs, Access Control Rules

e Enables delegation of selected administrative tasks to other power users

e Integrates into Active Directory environment

2.4 Zabbix

Zabbix is an enterprise-class open source distributed monitoring solution.

Zabbix is a software that monitors numerous parameters of a network and the health and integrity of
servers, applications, services, virtual machines, databases, websites, the cloud and much more.
Zabbix uses a flexible notification mechanism that allows administrators to make mail-based alerts
for virtually any chosen event. This allows a fast reaction to server problems and resolution. Zabbix
also offers excellent reporting and data visualization features based on the obtained stored data. This
makes it ideal for capacity planning.[24]

ZABBIX

Figure 11: Zabbix logo

Zabbix was an obvious choice to integrate in our open-source security solution, thanks to some of its
advantageous points:

e Very complete documentation. Almost every aspect of Zabbix has been documented and
reported on.

o  Template system is really great, making it super easy to add new services and monitoring,
graphs, etc. to any server.

e Provides a "plugin architecture" (via XML templates) to allow end users to extend it to
monitor all kinds of equipment, software, or other metrics that are not already added into
the software already.
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3 Proposed network

Using the servers previously discussed, we are opting to configure new network as shown in the next

figure.
Internet
3
e/
l ISP Router
LAN1
‘ pfSense FW(+squid Proxy)
Web Server o \ ﬁ
// \\s
Zabbix Server ' i' Laptop
FreelPA Server PC
Figure 12: Proposed network
Conclusion:

In this chapter, we have presented both the existing network architecture and the new proposed one
that will replace it, mentioning the main tools that we will be using to strengthen the security of the
company. In the next chapter, we will be diving into the basic but most important configurations that

are made.
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Chapter 3 : Implementation of the security

solutions

Introduction:

In this chapter we will present how we implemented our chosen solutions, according to the
company’s needs and demands. This chapter contains three parts: First of all, pfSense , which could
be considered as the main focus of our project’s work, thanks to the values and utilities it brings.
Secondly, we will pass to Zabbix and finally we will briefly take a look at FreelPA.

PLEASE NOTE: Not everything is going to be included in this report, only the necessary configurations,
respecting the company’s confidentiality and privacy. Some settings or information will be blurred or
cut off.

1 pfSense

After the installation of pfSense as a virtual machine on our host running ESXi 6.7, we configured
both its interfaces as follow:

WAN interface IP address 192.168.100.10; GW 192.168.100.1 (ISP router IP address)
LAN interface IP address 192.168.10.1
IPv6 is disabled.

To access the pfSense GUI, we type in its LAN address in any web browser from a machine connected
to our LAN network. After logging in, we can check what are most of pfSense’s functionalities in our
network, simply by going to the Status—>Services tab.

Status / Services e
[ serviees
Service Description Status Actions
‘I bandwidthd BandwidthD bandwidth monitering daemon (V] c®

_2 cricap ICAP Interface for Squid and ClamAV integration (V] c®

_3 clamd ClamAV Antivirus (] c@®

_4 dhepd DHCP Service V] CE=wE

_5 dpinger Gateway Monitering Daemon o C‘@ =l [EF

_6 lightsquid_web Lightsquid Web Server (V] c ®

_7 openvpn OpenVPN server: Serveur VPN Société e e @ =l E

_8 pesed PC/SC Smart Card Daemon ] C®

_9 pfb_dnsbl pfBlockerNG DNSBL service (] c®

E pfo_filter pfBlockerNG firewall filter service (/] c®

ﬁ snort Snort IDS/IPS Daemon (V] c®

E squid Squid Proxy Server Service (] CE® =

E squidGuard Proxy server filter Service (] c®

ﬁ syslogd System Logger Daemon (] C®=

E unbound DNS Resolver (/] C@®=wE

1_6 zabbix_agentd Zabbix Agent Host Monitor Daemon (V] c®

Figure 13 : Running services on pfSense
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Some services are built in by default into the installation of pfSense while others are obtained as add-
ons and be downloaded from the System->Package manager. A variety of packages are available for
multiple use, depending on the admin’s preferences.

We will explain the purpose of each running service, some briefly and more detailed for others,
depending on their complexity and their use.

1.1 Bandwidthd

Is a added package, it tracks usage of TCP/IP network subnets and builds html files with graphs to
display utilization.

Charts are built by individual IPs, and by default display utilization over 2 days, 8 days, 40 days, and
400 days periods. Furthermore, each IP address's utilization can be logged out in CDF format, or to a
backend database server. HTTP, TCP, UDP, ICMP, VPN, and P2P traffic are color coded.

Bandwidthd can be found under Diagnostics—>BandwidthD tab.

Programmed by David Hinkle, Commissioned by DerbyTech wireless networking.

- Daily - Weekly - Monthly -- Yearly -

Pick a Subnet:
-Top20--192.168.10.0 -

Top 20 IPs by Traffic - Daily

|Ip and Name Total Total Sent Total Received FTP HITP P2P TCP UDP ICMP
Total 811,31 80. 61| 730.6M 672 esa.m 3.8k 71750 3.8 34.8K
192 168 10.18 208 1M) 721} 192 . 94| o 182.7M| e 199. 81| 358. 7| 1.1K]
192 1681026 17931 3.0 167.3H| [ 170. 2H| @ 178. 21) 82.6K| @
192 168 10.28 146 611 7.5M} 139. 2u) o 129.0M| 2 146. 64| 66. 0K | 5.7K
192 168 10200 103 . | 9.8M| 93. 11} 336 88. 41| 1.5k} 102. 61 334. 3K| 7.6K]
192.168.10.25 102. 34| 37.5H| 64 8H| e 60. 71| e 60.71] 41. 61 [
1921681023 36. 71| 3. 10 33. 6M| @ 2.6M| o 2.71 34.10) o
1921681024 17.5H 1000, oK| 16. 6H| [ 1.5M) 2 1.6M 16. 81 1.7K
192 168 10.1 16. 21) 3.41) 7.8M} 338 1.2 1.5K] 15. 30} 883. 1| 17.4K
192 1681016 13.8H] 763. 1K| 12.20] [ 12.7M @ 12,84 184. 0K} 1.2¢
192 168 10.30 4. 20 1.8M) 2.41) o 4.1} e .11 32.1¢] o
192.168.10.15 729.4K| 367. 2K} 362. 1K} ° 691.3K| a 785.4K] 24. 0K] [
192.168.10.9 444. 1k 162. 4¢] 281.7K| e 320.9K| e 320. 9K| 123. 2| [
192.168.10.100 140.2K| 55. 7K} 84.5K| @ 97.5K| ) 97. 5] 42.7K [
192.168.10.255 46.7K] ) 46.7K [ e 2 @ 46.7K i)
192.168.10.13 5.3K| 2.2¢] 3.1K] @ 2.8K| o 2.8K] 24| 56

Figure 14 : BandwidthD index page

1.2 C-icap

Is installed with the Squid package. C-icap is an implementation of an ICAP server. It can be used with
HTTP proxies that support the ICAP protocol to implement content adaptation and filtering services.

Most of the commercial HTTP proxies must support the ICAP protocol. The open source Squid 3.x
proxy server supports it, web antivirus service, using the clamav open-source antivirus engine.

1.3 Clamd

Is installed with the Squid package. SquidClamav is an antivirus for Squid proxy based on the Awards
winnings ClamAv anti-virus toolkit.SquidClamav is the most efficient Squid Redirector and ICAP
service antivirus tool for HTTP traffic available for free, it is written in C and can handle thousands of
connections.

The antivirus interface can be found under Services—>Squid proxy server—Antivirus.
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We set it up to update its database every 24h from the official ClamAV db and from two other
unofficial signatures, URLhaus and InterServer.

ClamAV Database Update every 24 hours v

Optionally, you can schedule ClamaV definitions updates via cron. Select the desired frequency here. @

every 1 hour' if you want to use Google Safe Browsing feature
on below once to force the update of AV databases immediately. Note: This will take a while. Check freshclam log on the Real Time' tab
for progress information.

£ update AV

Regional ClamAV Europe v
Database Update Mirror

Select a regional database mirror. Note: The default ClamAV database mirror performs extremely slow
Itis strongly recommended to choose a mirror here and/or configure your own mirrors manually below.

Unofficial Signatures

URLhaus Enables URLhaus active malware distribution sites DB support
The signature file only contains active malware distribution sites or such that have been added to URLhaus in past 48 hours. The false positive rate
should be very low. See URLhaus ClamAV signatures for details

InterServer Enables InterServer.net malware DB support

The signature file contains real time suspected malware list as detected by InterServer's InterShield protection system. See InterServer Real Time
Malware Detection for details

Figure 15 : ClamAV essential configuration

1.4 DHCPD

Is installed by default. With this daemon pfSense can act as a DHCP Server, which a network server
that automatically provides and assigns IP addresses, default gateways and other network
parameters to client devices. It relies on the standard protocol known as Dynamic Host Configuration
Protocol or DHCP to respond to broadcast queries by clients.

The daemon settings are in Services—>DHCP Server. We enabled the server on the LAN interface. The
following shows the necessary configuration of the server.

Subnet 192.168.10.0
Subnet mask 255.255.255.0
Available range 192.168.10.1-192.168.10.254

192.168.10.2 102.168.10.99

From To

WINS servers

Range

DNS servers 192.168.10.1

Other Options

Gateway 192.168.10.1
The default is to use the IP on this interface of the firewall as the gateway. Specify an alternate gateway here if this is not the correct gateway for the
network. Type "none" for no gateway assignment
Domain name dataeara.com

The default is to use the domain name of this system as the default domain name provided by DHCP. An alternate domain name may be specified here

NTP Server 1 192.168.10.1

Figure 16 : DHCP Server essential configuration

1.5 dpinger

Is installed by default. To conserve bandwidth, the dpinger daemon sends a ping with a payload size
of 0 by default so that no data is contained within the ICMP echo request. However, in rare
circumstances a CPE, ISP router, or intermediate hop may drop or reject ICMP packets without a
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payload. In these cases, set the payload size above 0. Usually, a size of 1 is enough to satisfy affected
equipment. We have it setup to ping an external IP (a google DNS server) instead of the gateway of
pfSense (the ISP router) because it keeps rejecting the ICMP packets. Still same functionality with a
different end point.

The daemon can be found under Services->Gateways, as it continuously pings checking for internet
accessibility.

Status / Gateways Co=wEe

Gateways Gateway Groups

Name Gateway Meonitor RTT RTTsd Loss Status Description

WANGW_3 (default) 192.168.100.1 88838 30.023ms 0.566ms 0.0% Online Interface wan Gateway

Figure 17 : dpinger service

1.6 lightsquid_web:

Is installed with the Lighsquid package. Lightsquid is used to create reports that detail the web
history of computers that have accessed sites through the proxy. The look and feel of the reports
may be customized by choosing the Language, Bar color, and Report Scheme. The Refresh scheduler
option controls how often the report will be automatically updated, e.g. every 30 minutes.

In order to get data in the report, we have to check Enable Logging is set in Squid, and that the user
traffic is going through the proxy as expected.

The report settings may be found under Status > Squid Proxy Reports.

Squid user access report
Work Period: Jun 2021

Calendar [Top Sites| Total Group
2021 YEAR | YEAR | YEAR
o1]o2[o3[o4]os]os[o7[og[osf1011]12] MONTHMONTH illMONTH|
Date Group Users Oversize Bytes Average Hit %
02 grp 17 13 33G 1981M 026%
g 18 13 783G 4415M 0.04%
] gp 16 10 35G 2233M 0.04%
] gp 4 2 423M  106M 0.00%
] g 4 0 16.7 M 42M 0.02%
] grp 11 8 19G 175.7TM 0.03%
] rp 12 8 15G 1319M 0.11%
] gmp 12 7 26G 2255M 0.02%
15T grp 12 9 21G 1833M 003%
14 Jup 2021 arp 10 3 1079M 108M 0.00%
Total/ Average: 11 7 229G 160.5 M 0.06%

LightSquid v1.8 (c) Sergey Erokhin AKA ESL

Figure 18: Lightsquid service front page

More detailed information can be viewed either by day or user, showing the visited sites and some
cached files. More lists are available, such as top visited sites or top files by user or by period, and
caching depends on the setting of the Squid proxy server.

Real time stats of the proxy downloads, not a live view of the log, is also found by clicking “sqgstats”
next to the light squid button.
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1.7 OpenVPN

Is installed by default. OpenVPN is an open-source SSL VPN solution that can be used for remote

access clients and site-to-site connectivity

Every OpenVPN connection, whether remote access or site-to-site, consists of a server and a client.

In the case of site-to-site VPNs, one firewall acts as the server and the other as the client. It does not
matter which firewall possesses these roles. Typically, the location of the primary firewall will provide

server connectivity for all remote locations, like in our case.

The pfSense GUI includes a certificate management interface that is fully integrated with OpenVPN.

Certificate authorities (CAs) and server certificates are managed in the Certificate Manager in the

web interface, located at System - Cert Manager.

System/ Certificate Manager/ CAs e

CAs Certificates Certificate Revocation

Search erm ot v

Enter a search string or *nix regular expression to search certificate names and distinguished names.

Certificate Authorities

Name Internal Issuer Certificates Distinguished Name In Use Actions

CAVPN v selfsigned 3 ST=Tunis, O=dataera, L=Tunis, CN=internak-ca, C=TN @ OpenVPN Server & ¥k P C'

Valid From: Thu, 10 Jun 2021 12:48:58 +0100
Valid Until: Sun, 08 Jun 2031 12:48:58 +0100

Figure 19 : OpenVPN self-signed CA

System / Certificate Manager/ Certificates (2]

Chs Certificates Certificate Revocation
Search term VPN Both v

Enter a search string or *nix regular expression to search certificate names and distinguished names

Name Issuer Distinguished Name InUse Actions
VPNSERVCERT CAVPN ST=Tunis, O=dataera, L=Tunis, CN=www Sl sticgmes, C-TN @ OpenVPNServer S KL C'E
Server Certificate
CA:No Valid From: Thu, 10 Jun 2021 12:51:56 +0100

Valid Until: Sun, 08 Jun 2031 12:51:56 +0100
Server: Yes

N -

VPNHEDICERT CAVPN ST=Tunis, 0=dataera, L=Tunis, CN=vww bteewssanans C-TN @ User Cert SRPCE
User Certificate
CA:No Valid From: Thu, 10 Jun 2021 12:57:53 +0100

Valid Until: Sun, 08 Jun 2031 12:57:53 +0100
Server: No
VPNUSERCERT CAVPN ST=Tunis, O=dataera, L=Tunis, CN=www Swwtisos e C=TN @ User Cert S RPpPCE
User Certificate
CA: No Valid From: Tue, 22 Jun 2021 22:33:26 +0100

Valid Until: Fri, 20 Jun 2031 22:33:26 +0100
Server: No

Figure 20 : Certificates issues by the VPN CA

The common name is the dynamic DNS hostname, that can be found under Services—>Dynamic DNS,

its being blurred for privacy reasons.

Services / Dynamic DNS/ Dynamic DNS Clients (2}

Dynamic DNS Clients RFC 2136 Clients Check IP Services

Dynamic DNS Clients

Status Interface Service Hostname Cached IP Description Actions

(/] WAN No-P S WA Dynamic DNS So0m

Entries with a @ status column icon and IP address appearing in green are up to date with Dynamic DNS provider. An update can be forced on the edit page for an entry.

Figure 21 : DynDNS parameters

23



User certificates are also managed in the web interface, as a part of the built-in user manager found
at System - User Manager. Certificates may be generated for any user account created locally on
the firewall except for the default admin account. For the current company needs, 2 accounts should

be issued, one for admin access (user Hedi), and another for a client access with limited access (user
Userl).

System/ User Manager / Users/ Edit (7]

Users Groups Settings Authentication Servers

User Properties
Definedby  USER

Disabled O This user cannot login

Username hedi

Effective Privileges

Inherited from Name Description Action

admins WebCfg - All pages Allow access to all pages (admin privilege)

Security notice: This user effectively has administrator-level access

User Certificates

‘ i
E
a

Name CA

VPNHEDICERT CAVPN

8l =

Figure 22: Admin user Hedi essential configuration

The server configuration options are available in one or more modes for OpenVPN server instances,
managed from VPN > OpenVPN, on the Servers tab. We chose a 10.10.10.0/24 network with TCP4
protocol on port 8080 connection for our VPN tunnel network, looking from the WAN interface of
pfSense, which routes to the ISP router then the internet.

VPN / OpenVPN/ Servers w B @

Servers Clients Client Specific Overrides Wizards Client Export Shared Key Export

OpenVPN Servers

Interface Protocol / Port Tunnel Network Mode / Crypto Description Actions
WAN TCP4 / 8080 10.10.10.0/24 Mode: Remote Access ( SSL/TLS + User Auth) Serveur VPN Société S O0m
(TUN) Data Ciphers: AES-128-CBC

Digest: SHA256
D-H Params: 2048 bits

Figure 23 : OpenVPN server configuration

A rule will be automatically added to our pfSense firewall to accept any incoming traffic from the
wan interface via IPv4TCP on port 8080 only.

O & 0/697GB  IPv4 e *  WANaddress 8080 * none OpenVPN Serveur VPN Société S 00
o

TCP wizard

Figure 24 : Firewall rule accepting VPN connections
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We now have to forward the incoming traffic from out external IP address from our ISP router facing

outbound, to our pfSense where our OpenVPN server is installed, to complete the VPN tunnel link.

¥ VPM_PFSENSE ®on O o

Name VPN _PFSENSE

Protocol TCP A

WAN Connection internet A

WAMN Host Sart IP 0 L0 0 L]0 ~ (0 0 L]0 .0
MAC Mapping Con ®off

LAN Host IP 192 L (168 (100 |.[10

WAMN Start Port 8080 ~ (8080

LAN Host Start Port 8080 ~ (8080

Figure 25 : ISP router port forwarding VPN configuration

Our server is now configured and setup, and all is left to do on the server side is to export the users
parameters that will be installed on the client side using the package “OpenVPN-client-export",

found under VPN->OpenVPN->Client export. We need to make sure to select the proper VPN server

and the correct host name resolution (the dyndns hostname in our case).

OpenVPN / Client Export Utility (2]
Server Client Client Specific Overrides Wizards Client Export Shared Key Export
OpenVPN Server
Remote Access Server Serveur VPN Société TCP4:8080 v
Client Connection Behavior
Host Name Resolution ANy, v
Verify Server CN Automatic - Use verify-x509-name where possible v

Optionally verify the server certificate Common Name (CN) when the client connects

OpenVPN Clients

User Certificate Name Export

hedi VPNHEDICERT - Inline Configurations:

& Most Ciients [l i Android [ S OpenVPN Connect (i05/Android)

- Bundled Configurations
—C
- Current Windows Installers (2.5.2-1x01)
- Legacy Windows Installers (2.4.11-1x01)
- Viscosity (Mac 0S X and Windows)

& Viscosity Bundie [| S Viscosity Inline Config

userl VPNUSERCERT - Inline Configurations:

& Most Ciients [l b Android [l S, OpenVPN Connect (10S/Android)

- Bundled Configurations

.
- Current Windows Installers (2.5.2-1x01)
- Legacy Windows Installers (2.4.11-1x01)
- Viscosity (Mac 0S X and Windows)

. viscosity Bundie [l & Viscosity Inline Corfig

Figure 26 : Users config files export
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For the client side, we need to download and install the OpenVPN client, then add the exported user
settings to the “config” file of the OpenVPN application, then launch it and enter the credentials.

CePC » Disquelocal (C) » Programmes » OpenVPN » config

~ Nom

@ pfSense-TCP4-8080-hedi.ovpn
{4} pfSense-TCP4-8080-hedip12

| | pfSense-TCP4-8080-hedi-tls.key
E| README.txt

Curmrent State: Connecting

\Wed Jun 23 22:10:22 20] (1) pfSense-TCP4-8080-hedi X tnSSL)] [LZ0] [LZ4] [PKCS11] [AE
Wed Jun 23 22:10:22 20 ibit

Wed dun 23 22:10:22 20 {jsemame: z0210

Password:

Save password

Cancel

Connecting automatically in 4 seconds_

OpenVPN GUI 11.25.0.0/25.3

Disconnect Reconnect Hide

41 OpenVPN GUI for Windows

pfSense-TCP4-8080-hedi is now

connected.
d IP: 1 10.2

Figure 27 : Client side OpenVPN configuration

We are now logged in to our internal network via the VPN tunnel, but this is for the admin user Hedi
who has total access to this network. And for our other user Userl, who we want to have limited
access, we need to get back to our server side and create these limitations. We have to assign this
specific user a static IP address on our VPN network, to do that we go to VPN->0penVPN->Client
Specific Overrides.
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VPN/ OpenVPN / Client Specific Overrides / Edit EwEee

Servers Clients Client Specific Overrides Wizards Client Export Shared Key Export

General Information

Server List OpenVPN Server 1: Serveur VPN Société

Select the servers that will utilize this override. When no servers are selected, the override will apply to all servers.

Disable (] Disable this override

Set this option to disable this client-specific override without removing it from the list.

Common Name | ysert

Enter the X.509 common name for the client certificate, or the username for VPNs utilizing password authentication. This match is case sensitive

Client Settings

Advanced ifconfig-push 10.18.18.99 255.255.255.8

4
Enter any additicnal opticns to add for this client specific override, separated by a semicolon
EXAMPLE: push "route 10.0.0.0 255.255.255.0%;

Figure 28 : VPN client specific overrides

Then we add rules on our firewall to restrict the access of that IP address Firewall>Rules

->OpenVPN.

Firewall / Rules/ OpenVPN

=wEe
The changes have been applied successfully. The firewall rules are now reloading in the background 8
Monitor the filter reload progress
Floating WAN LAN OpenVPN
Rules (Drag to Change Order)
O States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
O «+ o0/08B IPv4TCP 10101099  * 192.168.10.22 *  * none allow webserver access user1VPN L2000
0O X 0/4KB IPv4TCP  10.10.10.99  * * LA none block network access user1 VPN L A00m
O « 3/649GB IPvd* * L L none OpenVPN Serveur VPN Société wizard /0010

Figure 29 : Firewall rule on specific VPN client

1.8 pcscd

Is installed by default. PC/SC Smart Card Daemon, is the daemon program for pcsc-lite and the
MuscleCard framework. It is a resource manager that coordinates communications with smart card

readers and smart cards and cryptographic tokens that are connected to the system. We are
currently not using this service.

1.9 pfb_dnsbl

Is installed with the pfBlockerNG-devel package. Domain Name System Blacklists, also known as
DNSBL’s or DNS Blacklists, are spam blocking lists that allow a website administrator to block

messages from specific systems that have a history of sending spam. As their name implies, the lists
are based on the Internet’s Domain Name System.
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In order for DNSBL to function, pfBlockerNG and DNS Resolver should both be enabled.
The configuration tab can be found under Firewall-> pfBlockerNG—>DNSBL.

Most of the settings are left in default, we just changed the virtual IP to 10.10.100.1 where rejected
DNS Requests will be forwarded to it, and changed the list action to “Deny Both” which blocks all
traffic in both directions, if the source or destination IP is in the block list.

Moving to DNSBL Groups, we can add black lists created by many different communities or security
organizations. In this tab we can see our chosen list resources, with the action to unbound, meaning
to enable 'Domain Name' blocking for this Alias, with a frequency of updates every day to keep up
with newly added malicious domains.

Firewall / pfBlockerNG / DNSBL / DNSBL Groups (2]

General P DNSBL Update Reports Feeds Logs Syne

DNSBL Groups DNSBL Category DNSBL SafeSearch

DNSEBL Groups Summary (Drag to change order)

Name Description Action Frequency Logging/Blocking Mode

ADs_Basic ADs Basic - Col Unbound v Onceaday v DNSBL WebServer/VIP v ]

EasyList Easylist Feeds Unbound ~ Once a day v DNSBL WebServer/VIP v ]

ADs ADs - Collectio Unbound v Onceaday v DNSBL W, ]

Phishing Phishing - Coll Unbound v Onceaday v DNSBL WebServer/VIP v ]

Torrent List of Torrent. Unbound v Every hour v DNSBL WebServer/VIP ]
=

Figure 30 : DNSBL chosen groups

More groups can be added from the pfBlockerNG—>Feeds tab, where we can find over a hundred
lists, IPv4 and IPv6 , but we will discuss that later on the pfBlockerNG section.

Under DNSBL Category, we got lists organized by categories, we have 2 black listers from which we
will take our blacklist categories, Shallalist and Université Toulouse 1 Capitole. We only chose certain
categories regarding the security side such as spyware, tracking, ddos, malware, phishing. More can
be added in the future.
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Firewall / pfBlockerNG / DNSBL / DNSBL Category ]

General  IP DNSBL  Update  Reports  Feeds logs  Sync
DNSBL Groups DNSBL Category DNSBL SafeSearch

Blacklist Category settings

Links  Firewall Aliases Firewall Rules  Firewall Logs

Blacklist Category Enable ~
Select to enable DNSBL category based Blacklist(s)
Note: Save changes prior to enable/disable
Note: To achieve the full potential of Category blocking, the TLD ption should be utilized which will allow blocking of all sub-domains.

Blacklists. Shalla Secure Services - Shallalist
Université Toulouse 1 Capitele - UT1

Select Blacklist(s) to enable

Spyware Sites that try to actively install software or |ure the user in doing so in order to spy the surfing
behaviour (or worse). The home calling sites where the collected information is sent, are listed too.

Tracker Sites keeping an eye on where you surf and what you do in a passive manner. Covers web bugs,
counters and other trackina mechanisms in web pages that do not interfere with the local comouter

DDos DDos sites
Malware Any website which deliver malware
Phishing Phishing sites

Figure 31 : DNSBL chosen categories

In the Reports—>DNSBL Block Stats, we get a lot of bar and pie charts which can help us determine
what are the most blocked sources or which lists are mostly being used.

DNSBL Block Statistics Total event(s): [20013]
@ DNSBL Event Timeline (Last 24 hours)

o Top Blocked Domain

© Top Blocked Evaluated Domain (TLD)
(] Top Group Count

(] Top Blocked Group

@ Top Feed

0 Top Source IP

0 Top User-Agent

O Top TLD

(] Top Blocked Webpage Types

@ Top DNSBL Modes

(]

0 Top Date/Hr

(+]

O Top Date/Hr/Min

° Top Date 0
Figure 32 : Available stats for DNSBL
0 Top Blocked Domain °
Count Type Found [188] Blocked Domain(s)
= Other
iv 2246 DNSBL  incoming.telemetry.mozilla.org incoming. teleme... | __— googleads.g.dou...
. \  5.youtube.com,D...
iv 2183 DNSBL = settings-win.data microsoft.com p /
iv 1785  DNSBL browserpipe.aria.microsoft.com metrics.brightc...
iv 1417 DNSBL beacons.gop.gvi2.com
iR d 1373 DNSBL  beacons.gvt2.com settings-win.da... — sb.scorecardres..
iv 1061 DNSBL  sh.scorecardresearch.com
iv 900  DNSBL metrics.brightcove.com
beacons.gvt2.co
iv 880  DNSBL s.youtube.com
/
. browser.pipe.ar... /
iv 744 DNSBL  googleads.g.doubleclicknet pip \ beacons.acp.av..
iv 483 DNSBL www.googletagmanager.com

Figure 33 : Example of a pie chart for top blocked domains



1.10 pfb_filter

Is installed with pfBlockerNG-devel package. It’s the pfBlockerNG firewall filter service, used to get

more options to the basic configuration of the pfSense firewall rules. It allows for:

e Assigning many IP address URL lists from sites like I-blocklist to a single alias and then choose

a rule action.

e Blocking countries and IP ranges.

e Replacement of both Country block and IP blocklist by providing the same functionality, and

more, in one package.

e Uses native functions of pfSense software instead of file hacks and table manipulation.

This service can be accessed through Firewall-> pfBlockerNG. General settings could be left to

default. In the IP tab, we’re interested in the IPv4 and the GeolP blocking. Under IPv4 we can add a
collection of feeds from the most reputable blocklist providers which can be found in the Feeds tab.

Firewall / pfBlockerNG / Feeds (2]
General P DNSBL Update Reports Feeds Logs Syne

Feed Settings

‘!

Pre-defined Alias/Group/Feeds

Links: Firewall Aliases  Firewall Rules  Firewall Logs

The Feeds Management page is a collection of pre-defined Feeds arranged into Aliasnames/Groups
Review the infoblock icons beside each Alias/Group name for details about each Group

Number of Feeds per Category Type:

Pv4: 92
DNSBL: 140

+ Feeds are listed by Category (IPv4/IPv6/DNSBL). Links are provided for each Feed website and Feed URL

+ Clicking the "+" icon(s) in the Category column will import all Feeds in the Alias/Group at once, while clicking the "+" icon(s) on the right will only import the individual feed.
* Feeds with ‘Alternative’ URL(s) can be configured via the Radio button options.

* Unknown user-defined Feeds are listed in a table below pre-defined Feeds

+ Permit Type feeds are listed with a green background.

Click here for Legend — €

Disclaimer: Use of the Feed(s) below are at your own risk!  Note: Do not enable all Feeds at once.

Figure 34 : pfBlockerNG Feeds tab
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Category Alias/Group

Feed/Website

Header/URL

Fud PRI
Pvd. PRIT
Pua PRI
Pvd PRI
Pua PRI
Pva. PRI

> Abuse Feodo Tracker @
»  Abuse Feodo Tracker @
Abuse SSL Blacklist
> Abuse SSL Blacklist
CINS Army

Emerging Threats

O Abuse Feodo_C2_med
O Abuse_Feodo_C2_Agr
®  Abuse_SSLBL v

O Abuse SSLBL Agr
CINS_army v

ET_Block

<

?
3

PRITG

?
3

PRI1G

> Myipms

Spamhaus

Spamhaus_Drop6

O Myip_BL6_ALL

©

DNSBL Phishing
DNSBL Phishing
DNSBL Phishing
DNSBL Phishing

Malware Patrol =)
OpenPhish

PhishTank

> PhishTank @ )

MPatrol

OpenPhish

[0+ A+

@  PhishTank

O PhishTank_R

DNSBL DoH

DNSBL DoH

Bambenek Consulting o

Dallas Haselhorst

(+]

Bambenek_DoH

[+

Oneoffdallas_DoH

Figure 35 : Examples of blocklists available in the Feeds tab

For the IPv4 blocking, we chose few of the above-mentioned lists, mostly regarding security and

torrent connections.

Firewall / pfBlockerNG / IP/ IPv4

General P DNSBL Update Reports
—
1Pv4 IPv6 GeolP Reputation

Feeds Logs Sync

IPv4 Summary (Drag to change order)

Frequency

Name Description Action
PRIT PRIT - Collecti...
Torrent IP List of Torrent... [ DenyBoth  ~|
SCANNERS Scanners - Sear.. [ Denylnbound |
PRI2 PRI2 - Collecti... | Deny Outbound v

Logging
[ Enabled v 20
| Enabled | ]
| Enabled | ]
[ Enabled v 20

Figure 36 : pfBlockerNG IPv4 chosen lists

Other than the predefined lists, we can add our own blocking choices which are more advanced than
the basic blocking rules found in pfSense’s firewall.
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For example, Facebook.com doesn’t have a single IP address but many others, so pfBlockerNG gives
the ability to block sites using their Autonomous System Number. An autonomous system is a
collection of connected Internet Protocol routing prefixes under the control of one or more network
operators on behalf of a single administrative entity or domain that presents a common, clearly
defined routing policy to the Internet.

By adding a new IPv4 source definition, we select the ASN format and the source type as ASN and we
deny the outbound traffic, and we can choose the update rate to once every day for example.

Firewall / pfBlockerNG / IP/ IPv4 Q
General P DNSBL Update Reports Feeds Logs Sync

IPv4 IPve GeolP Reputation
—
Links  Firewall Aliases Firewall Rules Firewall Logs
Name / Description facebook blocking facebook access|

Enter Name ( Max 24 characters ) and Description. 0

IPv4 Source Definitions

Whois »| | ON = |AS32934 facebook

Auto | [OFETT4

Format State Source Header/Label
Click here for Guidelines — @

Figure 37 : Blocking using ASN

For the GeolP we just selected the Top Spammers list with the Deny inbound action.

Firewall / pfBlockerNG / IP/ GeolP (2]
General P DNSBL Update Reports Feeds Logs Syne

—
IPvd IPv6 GeolP Reputation

—

Name Description Action Logging
Top Spammers GeolP Top Spammers Deny Inbound v Enabled v
Africa GeolP Africa Disabled v Enabled v
Antarctica GeolP Antarctica Disabled ~ Enabled ~
Asia GeolP Asia Disabled ~ Enabled ~
Europe GeolP Europe Disabled ~ Enabled v
Morth America GeolP North America Disabled v Enabled
Oceania GeolP Oceania Disabled ~ Enabled v
South America GeolP South America Disabled v Enabled v
Proxy and Satellite GeolP Proxy and Disabled ~ Enabled ~

Figure 38 : pfBlockerNG GeolP

Similar to DNSBL reports, we can find stats for IP addresses blocked, permitted or matched.
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These stats are of course based off alerts generated by pfBlockerNG, that can be seen in the
Reports—>Alerts tab.

IP Block Statistics Total event(s): [ 20000

o

(+]

IP Event Timeline (Lest 24 hours)

@ Top SRC IP Inbound (by GeolP)
© Top SRC IP Outbound (by GeolP)
@ Top DST IP Inbound (by GeolP)
© Top DST IP Outbound (by GeolP)
@ Top SRC Port (1-1024 only)

@ Top DST Port

o Top GeolP

@ Top Aliasname

o Top Feed

0 Top Interface

0 Top Protocol

0 Top Direction

o Top Date

Figure 39 : Available stats for IP blocks

MaxMind:
Qwp X v o Yo =0
@ onsBL X 96237 O 60330 Pb 1415 i= 85
Alias Count Packets E Updated 1 I
pfB_DNSBLIP_v4 833 0 Jun 25 00:01:41 1 (2)
pfB_PRIT_v4 18,693 ] Jun 25 19:00:21 j 1
pfB_PRI2_v4 1113 0 Jun 25 19:00:21 to
pfB_SCANNERS_v4 v 1 Jun 25 00:01:41 j (1)
pfB_Torrent_IP_v4 77 0 Jun 24 00:00:33 ] (2)
DMSBL_Shallalist 20,694 13264 Jun 20 11:01:08 j
DNSBL_ADs_Basic 78,720 82946 Jun 24 00:00:11 ]
DMNSBEL_UT? 137,969 1 Jun 21 16:01:47 j
DNSBL_EasyList 11,276 26 Jun 25 00:01:23 ]
DMNSBL_ADs 3 0 Jun 25 00:01:23 j
DNSBL_Phishing 454 0 Jun 2500:01:23 1
DNSBL_Terrent 102 0 Jun 24 00:00:18 j

Figure 40 : pfBlockerNG Dashboard widget



1.11 Snort

Is installed with the Snort package. Snort is an intrusion detection and prevention system. It can be
configured to simply log detected network events to both log and block them. Thanks to OpenAppID
detectors and rules, Snort package enables application detection and filtering.

Snort operates using detection signatures called rules. Snort rules can be custom created by the user,
or any of several pre-packaged rule sets can be enabled and downloaded. The service can be found
under Services—>Snort. It is enabled and set to inspect traffic on the WAN interface.

The Snort package currently offers support for these pre-packaged rules:
e Snort VRT (Vulnerability Research Team) rules
e Snort GPLv2 Community Rules
e Emerging Threats Open Rules
e Emerging Threats Pro Rules
e OpenApplD Open detectors and rules for application detection

We got all these packages selected, but not all rules are. After a trial period we got to decided which
rules to keep on and which rules to disable. These rulesets are set to update every 24h to keep up

with the changes.

Installed Rule Set MD5 Signature

Rule Set Name/Publisher
Snort Subscriber Ruleset
Snort GPLv2 Community Rules
Emerging Threats Open Rules
Snort OpenApplD Detectors

Snort ApplD Open Text Rules

Figure 41: Installed Snort rulesets

The Alerts tab is where alerts generated by Snort may be viewed. If Snort is running on more than
one interface, we can choose the interface to view alerts for in the drop-down selector. We use the
DOWNLOAD button to download a gzip tar file containing all of the logged alerts to a local machine.

The CLEAR button is used to erase the current alerts log.
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Services / Snort/ Alerts °

Alert Log View Settings

[ — ] vl @ Adoeheeh @ =]
eipse (PR D
Most Recest 250 Entries from Active Log
Oute Acten P Prow  Clees o— e Desien®  OPet  OOSD  Dwripien
Q@ a® B|x
« QB8 Qax
Q@ Q@x @B x
aa Q@Ex Bx
Q@ Q@ @|x
Qs Qs @x
Q@ Q@ Bx
Q@ Qs x
. Qg Q@ x

Figure 42: Snort alerts tab

Even with this setup, Snort should not be overlooked, some rules can have negative impact as they
generate false positive alerts, that can spam our alerts table or wrongfully block offenders, that’s
where suppress lists come to a point. We can add preconfigured suppress lists from community

members, or we can slowly grow ours.

Services / Snort/ Suppression List/ Edit o

Seppression List Content

Sumprevien ke

Figure 43: Configured Snort suppressions lists

IP Lists tab is to manage the IP lists files for the IP Reputation preprocessor. IP lists are text-format

files containing one IP address or network (expressed in CIDR notation) per line.

We can upload an IP list file to the firewall, by opening the file upload dialog, then browsing to the

file on the local machine.

Services / Snort/ IP Reputation Lists 7]

P Reputation List Massgement
1 Lint Fila Mama List bicebind Tima - Actions

Figure 44: Snort IP reputation lists
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1.12 Squid
Is installed with the Squid package. Squid is a caching proxy for the Web supporting HTTP, HTTPS,
FTP, and more. It reduces bandwidth and improves response times by caching and reusing

frequently-requested web pages.

We chose to run the proxy server as a logger of the users' activity inside the company’s network with
a little bit of security involved. We opted to run the proxy in transparent mode enabling SSL

interception for HTTPS packets. The settings of Squid are under Services—>Squid Proxy Server

Package / Proxy Server: General Settings / Genera COSum

Figure 45: Squid proxy essentials settings

Caching settings are found in the “remote cache” and “local cache” tabs, we are only interested in
local caching for the proxy server. Caching replacement policies and the hard disk caching system are

left as default.

The real time tab follows multiple tracking table, consisting of Squid Access Table, Squid Cache Table,
SquidGuard Table, C-ICAP Virus Table, C-ICAP Access Table, C-ICAP Server Table, freshclam Table and

clamd Table.

1.13 squidGuard
Is installed with the squidGuard package. SquidGuard is a URL redirector used to use blacklists with
the proxy software Squid. There are two big advantages to squidguard: it is fast and it is free.

SquidGuard is published under GNU Public License.

Adding squidGuard on top of the previously discussed pfBlockerNG can be considered unnecessary
and an overkill, but we are adding it for educational reasons, and a little more security option in case
the others fail cannot hurt.

The configuration tab can be found under Services—>SquidGuard Proxy Filter.

The general settings are left to default, while we chose the appropriate target rules from the
CommonACL tab that SquidGuard will block from, similarity to pfb_dnsbl.
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Package / Proxy filter SquidGuard: Common Access Control List (ACL) / Common ACL (2]

General settings Common ACL Groups ACL Target categories Times Rewrites Blacklist Log XMLRPC Sync

General Options

Target Rules Iblk_BL_adv !blk_BL_spyware 'blk_BL tracker all

Target Rules List @ @

Figure 46 : SquidGuard blocking target rules

This target list was added and downloaded through the Blocklist tab, where we enter a URL of a
blocklist delivered by known black lister like MESD blacklists, Shalla's Blacklists, Université Toulouse
blacklist collection, URLBlacklist.com.

1.14 syslogd

Is installed by default. The syslogd daemon reads and logs messages to the system console, log files,
and other machines as specified by its configuration file. The daemon reads its configuration file
when it starts up and whenever it receives a hang-up signal. The Remote Logging options under

Status = System Logs on the Settings tab allow syslog to copy log entries to a remote server.

Status / System Logs/ System/ General A V4 ]

System Firewall DHCP Authentication IPsec PPP PPPoE/L2TP Server OpenVPN NTP Packages Settings

General Gateways Routing DNS Resolver Wireless GUI Service 0S Boot

Figure 47: Available tabs by the Syslogger

1.15 unbound
Is installed by default. The DNS Resolver in pfSense utilizes unbound, which is a validating, recursive,
caching DNS resolver that supports DNSSEC and a wide variety of options.

By default, the DNS Resolver queries the root DNS servers directly and does not use DNS servers
configured under System = General Setup or those obtained automatically from a dynamic WAN.

By contacting the roots directly, it eliminates many issues typically encountered by users with
incorrect local DNS configurations, and the DNS results are more trustworthy and verifiable with
Domain Name System Security Extensions (DNSSEC).

This behavior may be changed, however, using the DNS Query Forwarding option, and that is what
we chose to do by using Quad9 DNS server which does support DNSSEC and is largest of the three
global public recursive DNS resolvers which protect users from malware and phishing, and is notable
for consistently being found to be by far the most effective at doing so in independent evaluations.
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Services / DNS Resolver / General Settings CoOwE e

General Settings Advanced Settings Access Lists

General DNS Resolver Options

Enable

Listen Port

DNSSEC

Python Module

DNS Query Forwarding

DHCP Registration

Static DHCP

OpenVPN Clients

Display Custom Options

Custom options

Using the custom options setting, we added an entry to allow pfb_dnsbl to intervien into the dns

Enable DNS resolver

The port used for responding to DNS queries. It should normally be left blank unless another service needs to bind to TCP/UDP port 53

Enable DNSSEC Support

[) Enable Python Module

Enable the Python Module.

Enable Forwarding Mode

If this option is set, DNS queries will be forwarded to the upstream DNS servers defined under System > General Setup or those obtained via
DHCP/PPP on WAN (if DNS Server Override is enabled there)

[ Use SSL/TLS for outgoing DNS Queries to Forwarding Servers
When set in conjunction with DNS Query Forwarding, queries to all upstream forwarding DNS servers will be sent using SSL/TLS on the default port of
853. Note that ALL configured forwarding servers MUST support SSL/TLS queries on port 853

Register DHCP leases in the DNS Resolver

es that specify their hostname when requesting an IPv4 DHCP lease will be registered in the DNS Resolver so that their
never a DHCP lease is issued. The domain in

cause the Resolver to reload and flush its resolution cache w
be set to the proper value

Register DHCP static mappings in the DNS Resolver
If this option is set, then DHCP static mappings will be registered in the DNS Resolver, so that their name can be resolved. The domain in System >
General Setup should also be set to the proper value.

[ Register connected GpenVPN clients in the DNS Resolver
If this option is set, then the common name (CN) of connected OpenVPN clients will be registered in the DNS Resolver, so that their name can be
resolved. This only w

(s for OpenVPN servers (Remote Access SSL/TLS or User Auth with Username as Common Name option) cperating in "tun

mode. The domain in System: General Setup should also be set to the proper value

server:include: /var/unbound/pfb_dnsbl.*conf

Figure 48 : DNS Resolver essential configuration

gueries to be able to filter them.

1.16 Zabbix_agentd

Is installed with the Zabbix-agent5 package. Zabbix agent is deployed on a monitoring target to

actively monitor local resources and applications (hard drives, memory, processor statistics etc). The
agent gathers operational information locally and reports data to Zabbix server for further

processing. In case of failures (such as a hard disk running full or a crashed service process), Zabbix
server can actively alert the administrators of the particular machine that reported the failure.

The Zabbix agent configuration page is located under Services->Zabbix agent tab.
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Package / Services: Zabbix Agent 5.0/ Agent e

Agent

Zabbix Agent Settings

Enable Enable Zabbix Agent service

Server 192.168.10.200

List of comma delimited IP addresses (or hostnames) of ZABBIX servers

Server Active 192.168.10.200

List of comma delimited IP:port (or hostname:port) pairs of Zabbix servers for active checks.

Hostname | PESENSE

Unique, case sensitive hostname. Required for active checks and must match hostname as configured on the Zabbix server

Listen P [0000

Comma-separated list of IP addresses for connections from the server. (Default: 0.0.0.0 - all IPv4 interfaces)

Listen Port 10050

Figure 49 : Zabbix agent essentials configuration

We simply added the IP address and the listening port of our preconfigured Zabbix server, more on
that to come.

1.17 NMAP tool

Is installed with the Nmap package. Is a powerful network scanner that provides port scanning, OS and
service identification and more.

NAMP will be available at Diagnostics -> Nmap as well as in the shell (SSH or Console). The Nmap
package also installs an OUI database that is used by the pfSense web GUI to display manufacturer
names on pages that list MAC addresses, such as the ARP Table, and DHCP Leases.

Package / Diagnostics: NMap (2]

General Options

IP or Hostname |

Enter the IP address or hostname that you would like to scan

Interface Any v

Select the source interface here

Sean Method SYN -

-P0 [ Do not attempt to ping hosts before scanning
This allows the scanning of networks that don't allow ICMP echo requests (or responses) through their firewall.
microsoft. com is an example of such a network, and thus you should always use -P0 or -PT80 when port scanning microsoft.com
Note the "ping" in this context may involve more than the traditional ICMP echo request packet. Nmap supports many such probes, including arbitrary
combinations of TCP, UDP, and ICMP probes
By default, Nmap sends an ICMP echo request and a TCP ACK packet to port 80

-sV ] Attempt to identify service versions
After TCP and/or UDP ports are discovered using one of the other scan methods, version detection communicates with those ports to try and
determine more about what is actually running
Afile called nmap-service-probes is used to determine the best probes for detecting various services and the match strings to expect.
Nmap fries to determine the service protocol (e.g. fip, ssh, telnet, http), the application name (e.g. ISC Bind, Apache httpd, Solaris telnetd), the version
number, and sometimes miscellaneous details like whether an X server is open to connections or the SSH protocol version)

-0 [ Enable Operating System detection
Activates remote host identification via TCP/IP fingerprinting.
In other words, it uses techniques to detect subtleties in the underlying operating system network stack of the computers being scanned
It uses this information to create a "fingerprint” which it compares with its database of known 0S fingerprints (the nmap-os-fingerprints file) to
determine the operating system of the target host.

Figure 50 : Nmap interface

39



1.18 Web server port forwarding

To give the public access to the company’s web server, which is fully protected in our local network,
we're going to use port forwarding. Starting up from out ISP router, any incoming traffic from the

internet on a certain port via TCP, will be redirected to pfSense.

v ia ®@on Ooff X
Name ia

Protocol TCP v

WAN Connection internet v

WAN Host Sart IP 0 L0 LlO 0 ~|0 L|O 0 0

MAC Mapping Qon ®off

LAN Host IP 192 .|168 {100 |.|10

WAN Start Port 4200 ~ 4200

LAN Host Start Port 4200 ~ 4200

[ Apply  Jl cancel

Figure 51: ISP router port forwarding configuration for web server

Now moving to the pfSense side, any incoming traffic from the pfSense WAN interface on port 4200
via TCP will be forwarded to the web server with the local IP address 192.168.10.22 on the respective

port 4200. A firewall rule must be added to accept this incoming traffic from the outside.

Firewall / NAT/ Port Forward (2]

Port Forward 11 Outbound NPt

o Interface Protocol Source Address Source Ports Dest. Address  Dest. Ports NAT IP NAT Ports  Description Actions

O « 28 WaAN TCP * * * 4200 192.168.10.22 4200 WebServer LOm
Firewall / Rules/ WAN L B @
Floating WAN LAN OpenVPN

Rules (Drag to Change Order)

[u] States Protocol  Source Port Destination Port  Gateway Queue Schedule Description Actions

O« 0/9408 IPVATCP * * 1021681022 4200 * none NAT WebServer LS 00m

Figure 52: pfSense port forwarding configuration and firewall rule for web server
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2 Zabbix

Zabbix works in a Client/Server model. The server communicates to the native software agents
available for various Operating systems like Linux, NIX, and Windows. For systems without an agent,
generic monitoring protocols such as Simple Network Management Protocol (SNMP) or Intelligent
Platform Management Interface (IPMI) can be used.

We installed Zabbix 5.0 on our Ubuntu 20.04 LTS virtual machine, running in ESXi 6.7 on the same
host as our pfSense machine.

Zabbix Server depends on the following software applications:
e Apache web server
e PHP with required extensions
e MySQL/ MariaDB database server

MySQL or MariaDB can be a remote server, but php and httpd need to be installed on the Zabbix
server. Everything is installed locally.

We gave the Zabbix server a static IP address of 192.168.10.200, the web GUI can be access from the
local network from “http://(Zabbix server’s hostname or IP address)/zabbix/”

First thing after the server installation, we get welcomed with a setup page to give the proper
information and configuration of the server.

© & 192.168.10.200/zabbix/setup.php w

ZABBIX

Check of pre-requisites

Configure DB connection Wel
NMelcome 10
Zabbix server details o

Pre-installation summary u
- I X 5 O
Z El [ ]

Figure 53: Preinstallation setup page of Zabbix

After that configuration, we are moved to the Zabbix index page, which defaults to the Dashboard.
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The side bar contains multiple tabs for different pages, here is a cut off picture showing them.

@ Monitoring i=  Inventory '\ Configuration m Administration

| Dashboard l s General

Reports

stem information

Sign out

Audit

Queue
Action log

Figure 54 : Zabbix server side bar tabs

We are not going to discuss every single tab, Zabbix documentation is very detailed and
informative on everything, we are only showing the essentials and our most used tabs.

First thing is to add a host to monitor, which is done by accessing Configuration—>Hosts—>Create Host

from the top right corner. The host should have a unique name and be added to at least one host
group. A new group can be created and linked to the host group by adding a non-existing group

name. Also, the IP address of the host with the TCP/UDP port number, default values are: 10050 for

Zabbix agent, 161 for SNMP agent, 12345 for JMX and 623 for IPMI.

Hosts

Host Templates IPMI  Tags Macros Inventory  Encryption

* Host name
Visible name
" Groups Select
* Interfaces Type |P address DNS name

Connect to
Agent || n DNS || 10050 ® Remove

Description

Monitored by proxy | (no proxy) hd

Enabled |v

Figure 55: Adding a host to Zabbix server

After the necessary setting for a connection between the Zabbix server and our new host, we can

add a predefined template. A template is a set of entities that can be conveniently applied to
multiple hosts.

The entities may be:
e jtems

e triggers
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e graphs

e applications

e dashboards

o |ow-level discovery rules
e web scenarios

As many hosts in real life are identical or fairly similar so it naturally follows that the set of entities
(items, triggers, graphs...) we have created for one host, may be useful for many. Of course, we could
copy them to each new host, but that would be a lot of manual work. Instead, with templates we can
copy them to one template and then apply the template to as many hosts as needed.

When a template is linked to a host, all entities (items, triggers, graphs...) of the template are added
to the host. Templates are assigned to each individual host directly (and not to a host group).

w
&

Host groups

Templates
Templates/Applications
Templates/Databases
Templates/Modules
Templates/Network devices
Templates/Operating systems
Templates/Power
Templates/SAN
Templates/Server hardware

Templates/Telephony

Cance!

Figure 56 : List of predefined templates when adding new host

Once our new host is added, it now appears in the Zabbix dashboard and hosts tabs. To add more
monitoring options, we can head to Configuration—>Hosts where we’ll select the desired host we
want to customize more. There we can add more applications, items, triggers, graphs, discovery rules
and web scenarios, other than the ones found in the selected predefined template we chose in the
creation of the host.

In our case, we want to monitor certain ports of our web server, so we start off by heading to
Iltems—>Create Item from the top right. In an individual item we specify what sort of data will be
gathered from the host using what Zabbix calls a key, and an update interval. We should add the
item to an application which might contain other items. Here we created a new application called
Ports.
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Item Preprocessing

* Name

Type

* Key

* Host inferface

Type of information

Units

* Update interval

Custom intervals

* History storage period
* Trend siorage period
Show value

New application

Port_8000
Zabbix agent

net tep listen[S000]

192.168.10.22 : 10050 ~

Numeric (unsigned) v

Type Interval Period
Scheduling

Add

Do not keep history a0d
Do not keep trends 365d

Asis

Ports

Select

Action

Remove

~ | show value mappings

Figure 57: Adding new Item

Graphs of the items data can be visualized, we will create a graph representing the availability of our
newly created items that follow our web server’s selected ports.

Graphs

Allhosts / Web Server  Enabled B33 Applications 19 ltems 162  Triggers 115 Graphs 19 Discovery rules 4 Web scenarios

Graph  Preview

Ports Availability

last min  avg max
W Port 8000  [avg] 1 1 1 1
B Port 4200 [avgl 0 0 0 0
B Port 5000 [aval 0 0 o 0
@ Trigger: Port 8000 down  [= 0]
© Trigger: Port 4200 down  [= 0]
© Trigger: Port 5000 down  [= 0]

Figure 58: Graph example of our custom items

We can manually check the incoming data of this newly added item from the Monitoring tab—>Latest
data. By specifying which host/hosts we want to take data from and which application are the items
in. For our item, based on its key, if the latest value is 1 that means the port is up, if the value is 0 the
port is down.
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Latest data
Host groups Select Name
Hosts Select Show items without data
Show details
Application | ports Select
Host Name a
Web Server Ports (3 ltems)
Port_4200 2021-07-07 03:23:22
Port_5000 2021-07-07 032323
Port_8000 2021-07-07 032321

Figure 59 : Monitoring latest data output

Fiter Y

If we want Zabbix to automatically inform us if a port goes down, we need a add a new trigger. After
adding a name to our trigger, we need to select its severity ranging from Not Classified to Disaster,
and the function that this trigger will run on. The function depends on an existing item, followed by

some parameters.

Triggers
Trigger
Name | Port
Not classified nformation arning Average High Disaster
res
Condition
*Iltem  Web Server. Port_8000 Select
Function | last() - Last (most recent) T value
I Last of (T) Count
PROBLEM evel 1ime shift Time
“Result |= ~ 0
URL
Description
Enabled

Figure 60 : Adding a trigger

Now once Zabbix detects that a port is down, it will automatically show in the dashboard/problems
feed. Triggers can be disabled so they do not show up in the feed, if our host is in a maintenance
mode or if we don’t want to use some of the triggers found in the predefined template.

Zabbix gives us the opportunity to further keep us updated, by sending the system administrator a
notification via a large set of media types, such as Emails, SMS and Webhooks (Jira, Slack, Discord...).

We chose to use emails for now.
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Media types
Media type Mezsage templates Options

* Mame | Email
Type | Email w
* SMTP server | smip.gmail.com
SMTF server port

587
= sMTP email | zabbix.dataer = |

Connection security Mone STARTTLS SSLTLS

SSL verify peer

SSL verify host

Authentication Mone Username and password

Faszsword Change password

Message format HTNL Plain text

Description

Enabled |v
| Clone | | Delete | | Cancel |

Figure 61: Zabbix email media type config

After that, we need to go to Configuration—>Actions tab to enable Zabbix to send notifications to the
administrators via the selected media types. Zabbix can send each and every alert generated if we
want to with the predefined “Report problems to Zabbix administrators” action, but we can limit it to
only certain alerts. We’re going to add the previously created trigger to be send by email in case it
happens to a new action called “Port down email notification”.

Trigger actions v
() | Action disabled
Fiter W
name [ ] suws Enabled | Disabled
Name a Conditions. Operations Status
Port Down email notification Trigger equals Web Server Port 8000 down Send message to user groups: Zabbix administrators via Email Enabled
Trigger equals Web Server- Port 5000 down
Trigger equals Web Server Port 4200 down
Report problems to Zabbix administrators Send message to user groups: Zabbix administrators via all media Disabled
Displaying 2 of 2 found

Figure 62: Trigger actions
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Finally, we need to add the appropriate email to the Zabbix user admin or admins group so they
receive the emails of the generated triggers. We edited the administrator user settings, selected the
Email media type and chose which severity will Zabbix send to us.

Users

Media

m
=
¥
&
o

Media

Type Email ~

“ Send to _ Remove

Add
*When active | 1-7,00:00-24:00

Use if severity |+ Mot classified
| Information
+ | \Warning
| Average
+| High

+| Disaster

Enabled |+

Figure 63: User email notification settings

These steps showcase the most used use case scenario for Zabbix server. Next, we'll discuss briefly
some other unmentioned used tabs.

2.1 Monitoring
Zabbix Dashboard is a central place in the web frontend and provides high-level personalized details
about the monitored environment:

e Favorite maps

Favorite graphs

e Favorite screens

e last 20 issues

e System status

e Host status

e Status of Zabbix server
e Discovery status

e Web monitoring

In Monitoring - Problems we can see what problems we currently have. Problems are those triggers
that are in the “Problem” state.
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The Monitoring - Hosts section gives a neat overview of monitored hosts with detailed information
about host interface, availability, tags, current problems, status (enabled/disabled), and links to
easily navigate to the host's latest data, problem history, graphs, dashboards and web scenarios.

The section in Monitoring - Latest data can be used to view latest values gathered by items as well
as to access various graphs for the items. Items are displayed with their name, last check time, last
value, change amount, tags and a link to a simple graph/history of item values.

In the Monitoring - Discovery section results of network discovery are shown. Discovered devices
are sorted by the discovery rule. With nothing selected in the filter, all enabled discovery rules are
displayed. To select a specific discovery rule for display, start typing its name in the filter. All
matching enabled discovery rules will be listed for selection. More than one discovery rule can be
selected.

2.2 Inventory
Here we can keep the inventory of manually chosen networked devices in Zabbix.

There is a special Inventory menu in the Zabbix frontend. However, we will not see any data there
initially and it is not where we enter data. Building inventory data is done manually when configuring
a host or automatically by using some automatic population options. We are not using this tab seeing
that we don’t have a big number of hosts monitored by Zabbix.

2.3 Reports

The Reports menu features several sections that contain a variety of predefined and user-
customizable reports focused on displaying an overview of such parameters as system information,
triggers and gathered data.

In Reports - System information a summary of key Zabbix system data is displayed.

In Reports - Availability report we can see what proportion of time each trigger has been in
problem/ok state. The percentage of time for each state is displayed.

Thus, it is easy to determine the availability situation of various elements on our system

In the Reports - Audit section users can view records of changes made in the frontend.

2.4 Configuration

The Configuration menu contains sections for setting up major Zabbix functions, such as hosts and
host groups, data gathering, data thresholds, sending problem notifications, creating data
visualization and others.

In the Configuration = Host groups section users can maintain host groups. A host group can contain
both templates and hosts. A listing of existing host groups with their details is displayed. We can
search and filter host groups by name.

In the Configuration - Templates section users can maintain templates. A listing of existing
templates with their details is displayed.

2.5 Administration

The Administration menu is for administrative functions of Zabbix. This menu is available to users of
Super Administrators type only.
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in the Administration = Scripts section user-defined global scripts found on the Zabbix server can be
configured and maintained. Each script can be applied to different hosts as needed. Depending on
the set user permission, the scripts are available for execution by clicking on the host in various
frontend locations (Dashboard, Problems, Latest data, Maps) and can also be run as an action
operation.

Scripts
Fiter Y

Name &

Detect operating system Script  Server (proxy) Zabbix administrators Al Read

Ping Script  Server (proxy) true;; ¥) false:; esac Al Al Read

Al Al Read

Traceroute Script  Server (proxy)

Figure 64: Available Zabbix scripts

3 FreelPA

FreelPA is a free and open-source identity management system for centrally managed users and
computers in your network. We installed the server on a 16.04 LTS Linux machine, running with the
previous server on ESXi 6.7 host.

PLEASE NOTE: Due to the Coronavirus outbreak, DataEra is currently working with BYOD (Bring Your
Own Device) which is an approach allowing to use one's personally owned device, rather than being
required to use an officially provided device, to make working from home easier. For that, we are
only going to use FreelPA as a users repository, no hosts will be added.

The index page of FreelPA defaults to the users page, which is the main use of our FreelPA server.

Personal information of the users has been blocked due to privacy reasons.

W 1PA: Identity Policy Aud % JIEH

« ¢ @ dataera.com, noe® =

 freelPA

Identity

Automember

Active users

Stage users Q £ Rofresh + Add Actions

Preserved users User login First name Last name Status um Email address Telephone Number Job Title

+ Enabied
+ Enabled

Figure 65 : FreelPA users tab

+ Enabled
¥ Enabied
+ Enabled
+ Enabled
 Enabied

+ Enabled
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To add a new user, we simply click on the +Add button and a new form window appears asking for
primary information about the user.

Add User b4

User login

First name

Last name

Class

No private group _

GID b

New Password

Verify Password

* Required field

Add || Add and Add Another || Add and Edit | | Cancel

Figure 66 : FreelPA add user interface

Once the user has been added, more personal information can be added by clicking on the user login
from the users list. The user can be added then to any existing users' groups.

Future plans with FreelPA:

Right now, this is the extend of our use of the FreelPA server, but for future use, we can add more
restraints by using another functionality of an LDAP server, configuring Host-Based access control.

FreelPA can control access to both machines and the services on those machines within the FreelPA
domain. The rules define who can access what within the domain, not the level of access (which are
defined by system or application settings). These access control rules grant access, with all other users
and hosts implicitly denied.

This is called host-based access control because the rule defines what hosts (source) are allowed to
access other hosts (targets) within the domain. This access can be further broken down to users and
services.
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Conclusion:

In this chapter we showcased the essential configuration that have been made to our three servers
to give the best security possible and that meets the company’s demands. Again, we couldn’t show
everything that has been setup but we made sure we included most of the work that has been done.

For the next chapter, we will briefly show the environment that the servers are running on.
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Chapter 4: Virtualization of the Servers

Introduction:

In this final chapter, we will be showing what our new integrated servers are running on. We won’t
be showing every single aspect of this virtualization process because this project doesn’t focus on it
but we can’t just ignore it as it is essential for the existence of our servers.

VMware vSphere is a software suite that includes components like ESXi, vCenter Server, vSphere
Client, vCenter Orchestrator, vSphere Update Manager, etc. vSphere components provide
virtualization, management, resource optimization and many other features useful for a virtual
environment. vSphere is used to virtualize and aggregate the underlying physical hardware resources
and to provide the pool of virtual resources to the data center. It also supports some advanced
virtualization features such as disaster recovery, high availability, fault tolerance, dynamic resource
allocation, etc.

People new to the VMware’s virtualization platform sometimes get confused in dealing with vSphere
and its components. Remember that vSphere is a suite of products, just like Microsoft Office (a suite
of office products such as Word, Excel, Access), and not a single product that you can install in your
environment.

Here is a list and description of the most important components included in the vSphere product
suite:

e ESXi—atype 1 hypervisor. A hypervisor is a piece of software that creates and runs virtual
machines. In vSphere, virtual machines are installed on ESXi servers.

e vCenter Server — a centralized management platform and framework that lets you manage
virtual machines and ESXi hosts centrally.

e vSphere Update Manager — an add-on package for vCenter Server that helps you keep your
ESXi hosts and VMs patched with the latest updates.

e vSphere Web Client — a web-based user interface used for managing a virtual infrastructure.

e vSphere Client — a locally installed Windows application with a graphical user interface (GUI)
for all day-to-day management tasks and for the advanced configuration of a virtual
infrastructure.[25]
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1 ESXi

VMware ESXi is an enterprise-class, type-1 hypervisor developed by VMware for deploying and
serving virtual computers. As a type-1 hypervisor, ESXi is not a software application that is installed
on an operating system; instead, it includes and integrates vital OS components

ESXi provides a virtualization layer that abstracts the CPU, storage, memory and networking
resources of the physical host into multiple virtual machines. That means that applications running in
virtual machines can access these resources without direct access to the underlying hardware.
VMware refers to the hypervisor used by VMware ESXi as vmkernel. vmkernel receives requests from
virtual machines for resources and presents the requests to the physical hardware.

. APP . APP
[ os | | os |

Type 1 Hypervisor

Figure 67 : Type 1 hypervisor

1.1 ESXihost1

After the installation of VMware ESXi on the designated host, we access its Direct Console User
Interface (DCUI) to configure the ESXi host and set up an IP address. DCUI enables you to modify its

settings and troubleshoot ESXi networking on your hosts without using the ESXi web GUI or the
vSphere Client.

| Systen Custonization Conf igure Managenent Network
Conf igure Passuord Hostnane :
Configure Lockdoun Mode ESXil
fConf igure Managenent Netuork == S
Restart Managenent Netuork

Test Managenent Netuork

Netuork Restore Options

IPv4 Address:

Configure Keyboard
Troubleshoot ing Options

View Systen Logs
View Support Infornation

Reset Systen Conf iguration

Figure 68: ESXi DCUI
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Now by accessing the web interface of the ESXil host and after logging in as the root user, we are
greeted by the index page showing basic information about the host.

| “T; Navigator | B Esxi

= @ Manage win vGenter Server | i CreateRagstor vi4 | [l Snuicoun [ Reboot | @ Refresh | ¥ Actons v
Monitor = EsXil
Veson 57,0 Uptate 3 Buld 14320385
= (41 Virtual Machines 3 State Homsl (sonnacted fo vConter Server of I
e o UsED. #.08
» @ FreelPA L v 2 dn
g = stomce
b @ Zabbix UeED: 227268 copactry
More VMs...
Storage
El5T @ This hosts being managed by vCanter Serves y be performed automatically by vCenter Server without your knowledge. {F Actions
€3 Networking

~ Performance summary last hout

- Hardware ~ Configuration
 System Information

Figure 69 : ESXil index page

From this interface, virtual machines can be either created directly on the host or also exported, in
our case we exported the VMDK and OVF files of the servers from VMware Workstation after the
testing phase.

3 New virtual machine

- (ECIECIITINS  Select creation type

BT T ST How would you like to create a Virtual Machine?
3 Select storage

4 License -
N Create a new virtual machine This option guides you through the process of creating a

5 Deployment options virtlual machine from an OVF and VMDK files.

6 Additional settings Depioy a virtual machine from an OVF or OVA file

7 Ready to complete
Register an existing virtual machine

Back |[ Net |[ Finisn Cancal

Figure 70: Adding a VM to the ESXi host

Our servers are now added into the ESXil host and can be accessed using a console.

| T3 Maviaotor || L ESXit - virtual Machines |
» | Host
16 Create | Register VI @ Retresh Q Sewrch
O Virtual machine - State - | status v Used space ~ Guest 08 v HostCPU v Hostmemory
R O & Freeiea ¥ Powered on © Nomal 1262 6B Ubunty Linx (B4-bit 12GH 18868
- & oisense O 8 pisense b Poweredon © Nomal s1oa Otiver L (5.5 s 15908
Monitor O & zavoix § Powsred on @ Narmal 131768 Uity Linux (64-bit) STAMHz 17568
» & Zabbix .
x ms
—— Guick fers. -
 storage
+ @ Natworking ‘

Figure 71: Our servers in ESXil



This translates to the following architecture.

pfSense Zabbix FreelPA

1.2 ESXi host 2

Figure 72 : ESXil architecture

The second ESXi host is created to host the VMware vCenter Server Appliance. vCenter Server
Appliance comes as an Open Virtualization Format (OVF) template. The appliance is imported to an
ESXi host and configured through the web-based interface. It comes pre-installed with all the
components needed to run a vCenter Server, including vCenter SSO (Single Sign-on), Inventory
Service, vSphere Web Client and the vCenter Server itself.

(3 vCenter Server Appliance Installer

Installer

vm Install - Stage 2: Set Up vCenter Server Appliance with an Embedded Platform Services Controller

Introduction

Appliance configuration
350 configuration
Configure CEIP

Ready to complete

Figure 73

Ready to complete

Review your settings before finishing the wizard.

Network Details
Network configuration Assign static IP address
IP version IPv4

Host name photon-machine

IP Address
Subnet mask
Gateway
DNS servers

Appliance Details

Time synchrenization mode  Synchronize time with the ESXi host
SSH access Enabled
S50 Details

Domain name vsphere dataera

User name administrator
Customer Experience Improvement Program

CEIP setting Opted out

: Final step of vCenter Server Appliance
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After the installation, we can find it ready to boot in its targeted host, our ESXi 2 host.

2 Navigator ) VMware Center Server Appiiance

& Concole I Monior

Figure 74: VSA running on ESXi2

Once we start the vCenter server appliance from the ESXi2 host, we can access the Appliance

Management web interface and the vSphere client.

2 vCenter Appliance Management

The vCenter Server Appliance Management Interface (VAMI) is the administration Web interface for

the vCenter Server Appliance (VCSA), and is used to perform basic administrative tasks such as

monitoring the VCSA, changing the host name and the network configuration, NTP configuration, and

applying patches and updates.

vm Appliance Management

Summary (e

Type
Moniter ij Produc

Access Build numbet

Networking
Health Status Single Sign-On
Firewall verall Heaitn D) Good (Last checked 2,2021, 0148 ™ Domain

Time = Status
Databas

Storage

sysiog swap

Figure 75: vCenter Appliance management index page

From this web interface we are able to configure the vCenter server, some of the settings that we

can edit are:
e View the vCenter server appliance health status
e Create a support bundle enable or disable SSH and bash shell access
e Start, stop, and restart services
e Update settings

e Forward vCenter server appliance log files to remote syslog server

Administrator@VSPHERE.DATAERA ¥
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3 vSphere

vSphere Web Client is essentially an administrative interface that VMware administrators can use to

access VMware hosts. It allows administrators to create new virtual machines and manage existing
ones and their resources.

We as system administrators can access vCenter Server remotely to create, clone and manage virtual
machines through vSphere Client.

v3phere Client

vCenter Server

Manage
VM VM VM VM VM VM VM VM VM
o] == o=
\Hosts/

Figure 76: vSphere complete architecture

After verifying from the vCenter appliance management web interface that the vCenter server and all
services are started and running, we can access the vSphere web client.

vm vSphera Client

N, STt

nventories

Hosts and Clusters

/M and Tempiates

@ administration
O Update Manager
Administration

el

Licensing

Figure 77 : vSphere web client

After creating our datacenter and our cluster, and adding our two ESXi hosts, the vCenter server
detects automatically the VMs running on those hosts and adds them to the cluster. A cluster in
vSphere is a collection of ESXi hosts configured to share their resources.
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Figure 78: vSphere hosts and cluster

From now on, the VMs can be accessed from this web interface instead of their respective ESXi host
interface, which makes managing multiples VMs on different hosts much easier. Also, clusters are
used to enable some of the more powerful features in vSphere, such as High Availability (HA),
Distributed Resource Scheduler (DRS), vMotion and Fault Tolerance (FT).

3.1 High Availability

vSphere HA provides high availability for virtual machines by pooling the virtual machines and the
hosts they reside on into a cluster. Hosts in the cluster are monitored and in the event of a failure,
the virtual machines on a failed host are restarted on alternate hosts.

Once a cluster is created, a single host is automatically elected as the primary host, for us it is the
ESXi2 host because the vCenter server was installed on it. The primary host communicates with
vCenter Server and monitors the state of all protected virtual machines and of the secondary hosts.
Different types of host failures are possible, and the primary host must detect and appropriately deal
with the failure. The primary host must distinguish between a failed host and one that is in a network
partition or that has become network isolated. The primary host uses network and datastore heart
beating to determine the type of failure.

Virtual Machine D [ Virtual Machine F |
ESXi Host ESXi Host
i i °

D =vSphere HA Cluster
vCenter Server

Figure 79: vSphere HA visualized
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The HA settings can be found under Cluster->Configure->Services->vSphere Availability

Edit Cluster Settings  ProductionCluster X
vsphere HA )
Failures and responses Admission Control Heartbeat Datastores Advanced Options

You can configure how vSphere HA responds to the failure conditions on this cluster. The following failure conditions are

supported: host, host isolation, VM component protection (datastore with PDL and APD), VM and application

Enable Host Monitoring 1 (@D

Host Failure Response

Response for Host Isolation Power off and restart VMs

Datastore with PDL Power off and restart VMs v

Datastore with APD ‘Po‘we- off and restart VMs - Conservative restart policy v
VM Monitoring [ VM Monitoring Only v

Figure 80: vSphere HA settings

3.2 Distributed Resource Scheduler

VMware vSphere Distributed Resource Scheduler (DRS) is a feature that enables a virtual
environment to automatically balance itself across the ESXi hosts in a cluster in an effort to eliminate
resource contention. The goals of DRS are:

At startup, DRS attempts to place each VM on the host that is best suited to run that virtual

While a VM is running, DRS seeks to provide that VM with the required hardware resources
while minimizing the amount of contention for those resources in an effort to maintain
balanced utilization levels.

If a DRS cluster becomes unbalanced, DRS can migrate VMs from overutilized ESXi hosts to
underutilized hosts. DRS performs these migrations of VMs across hosts in the cluster without any
downtime by using vMotion. You can determine whether DRS will just display migration
recommendations or automatically perform the migration when the cluster becomes unbalanced by
defining the automation level.

VM VM VM VM i VM
: o Resource Pool iRl i :
z J o 2 : % W

Figure 81: vSphere DRS visualized
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The DRS setting is at Cluster->Configure—>Services—> vSphere DRS

Edit Cluster Settings | eroductioncluster X
vspnere Drs (@D
Automation Additional Options Power Management Advanced Options

Automation Level Fully Automated

Predictive DRS  { O Enable

al Machine Automation § B Enable

e - |

Figure 82: vSphere DRS settings

3.3 Fault Tolerance

vSphere Fault Tolerance (FT) provides a higher level of business continuity than vSphere HA. It works
by creating a duplicate (secondary) copy of the virtual machine on a different host and keeping the
two VMs in sync. The secondary VM can immediately take over in the event of an ESXi host failure
and the entire state of the virtual machine will be preserved.

Because FT provides zero downtime and zero data loss, it is usually used for business-critical
applications that must be available all the time. It is also sometimes used for applications that have
no native capability for clustering.

vSphere FT also has some disadvantages. Here are the main ones:

Increased resource usage. An FT-protected VM will use twice as much resources. For
example, if the primary VM uses 2GB of RAM, the secondary VM will also use 2GB of RAM.

Only virtual machines with a single vCPU are compatible with Fault Tolerance.
Hosts must be licensed for vSphere FT.

The VM must not have any snapshots.
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No Reboot
Transparent Failover

VM vm vy <SQIEELL VM. | VM QG v | VM | VM

Operating Server Failed Server Operating Server

Figure 83: vSphere FT visualized

Conclusion:

In this final chapter, we showed how our servers are functioning in a virtualized environment. The
most important feature of virtualization is the capability of running multiple operating systems and
applications on a single computer or server which can usually improve overall application
performance due to technology that can balance resources, and provide only what the user needs.
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